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Human error. Conquered.

Social engineering is when someone tries to manipulate you into performing an action or
sharing confidential information. Unfortunately, cybercriminals use social engineering to
access computer systems, gather information, or make money.

Tips for Staying Safe from Social Engineering

e Before clicking a link, hover your mouse over the link to make sure that the link is
secure and matches the website you're looking for.

¢ Instead of clicking a link or a button in an email to navigate to a website, navigate
directly to the website by entering the URL into your address bar.

e Before sharing sensitive information such as your birth date or your payment
information, verify that the source you're sharing the information with is legitimate.

¢ If someone you know messages you to ask about your organization or sends you a link,
call or text the person directly to make sure the request is legitimate. If a message
seems suspicious, it likely is suspicious.
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Loans For
Vacation | Boat |
Wedding | Home Repair BRSETEEE:

Call (989) 892-4597 or visit ubay.org
today to ask about our great rates!

Mobile banking

A mini branch in your hand.
g Conversations: Chat securely with us.

@ Insights: Manage finances, set goals,
track spending.

: Open Accounts: Easily open
© savings/shares.
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IEN@ Deposit a check with Mobile Deposit.
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Make your loan and/or Visa payments.

Download on Google Play, the App Store
or login at ubay.org

Save like its your

BIRNHDAY,

Proudly serving our members since
1949. Celebrate our birthday savings
with term savings certificates.
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Call (989) 892-4597 or visit
ubay.org today to start saving.

Exce,ss Share Insurance, Insured up to $500,000
federally Instired by NCUA -




